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Executive Summary

Earlier in September, a Google Chrome vulnerability was originally tracked as CVE-2023-4863. The vulnerability was
a heap buffer overflow in Google Chrome’s WebP image library (libwebp libwebp). It has since come to light that
there is a supply-chain vulnerability in the open-source libwebp library which is used in many common web browsers
and applications. As the libwebp vulnerability is no longer specific to Google Chrome, it was temporarily tracked as
CVE-2023-5129 with a CVSS score of 10/10. Researchers believe the same libwebp vulnerability was leveraged by
NSO Group’s BLASTPASS CVE-2023-41064 exploit.

Impact

Researchers have identified that there are over 700 applications that rely on libwebp and approximately 150 of them
are running vulnerable versions across Windows, Linux, Apple, and Android. Many of the more common applications
have already been patched, including Google Chrome, Mozilla Firefox, Brave Browser, Microsoft Edge, TOR Browser,
and Opera Browser. However, this opens the doors for other applications that may be running a vulnerable libwebp
to be weaponized, potentially including major applications like Discord, Keybase, Signal, Slack and Skype. While the
full extent of impact is unknown it’s confirmed that all native browser applications on Android are impacted.

Recommendations

We recommend updating/upgrading applications that have had patches released. Due to this vulnerability being in
an underlying library, patches will be dependent on the individually impacted application developers releasing
patches for their application. SRA will continue to monitor the situation and provide updates as more information
becomes available.
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